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1. INTRODUCTION 

These Ethics requirements (ER) are written in the framework of WP1 – Project 

Management and Coordination (Deliverable 1.4 Ethics requirements) of the RISE project 

under Grant Agreement No. 101133160. 

This ER consist of instructions and decisions regarding ethics compliance of the project 

activities of the RISE project. Its intention is to provide useful information to all partners 

about the procedures that will be followed during the project execution. 

The document provides a description of 

• the technical and organizational measures that will be implemented to safeguard 

the rights and freedoms of the data subjects/research participants.  

• the security measures that will be implemented to prevent unauthorized access 

to personal data or the equipment used for processing.  

• the anonymization/pseudonymization techniques that will be implemented.  

The policy is in compliance with the requirements of the GDPR and will evolve during 

the course of the project. All project partners have developed and approved their own 

GDPR procedures that will be followed during the project implementation and this 

document presents the common policies that will be followed by the partners. The 

document will be updated over the course of the project whenever significant changes 

arise, such as (but not limited to): 

• changes in the regulatory framework; 

• changes in consortium policies; 

• changes in consortium composition and external factors (e.g. new consortium 

members joining or old members leaving).  

It acts as a reference source for all Consortium members, covering many of the day-to-

day activities. The initial version of this document is delivered on April 2024 but it will 

be updated throughout the duration of the project, if needed. This initial version is 

complimentary to the D1.1 Project Management Handbook and the D1.2 Data 

Management Plan. 

Any update or improvement on procedures decided after the release of this document 

will be included in it and sent as another version of this document to all partners. The 

project partners must follow the latest version of the document if there are any 

amendments to it. 
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The terms and provisions of the EU Grant Agreement (and its annexes) and the RISE 

Consortium Agreement will prevail in the event of any inconsistency with 

recommendations and guidelines defined in the present document.  

The general principles for the project execution are defined in the EU Grant Agreement 

(GA), the Description of the action (DoA) and the Consortium Agreement (CA). The 

current document does not replace any of these established agreements, nor does it 

replace any of the EU guidelines for project implementation and documentation.  

Where there are any inconsistencies between these documents, the following order of 

precedence should be applied:  

1) EU Grant Agreement including Description of the action, also referred to as the 

Grant Agreement (EU GA) Annex 1;  

2) Consortium Agreement (CA);  

3) Project Management Handbook;  

4) Data Management Plan; 

5) Ethics requirements. 

 

2. COMPLIANCE WITH GENERAL ETHICAL PRINCIPLES 

The “Ethics” topic under the RISE project is covered by Art. 14.1 of the GA. According to 

it the project will be carried out in line with the highest ethical standards and the 

applicable EU, international and national law on ethical principles. No specific ethics 

rules are foreseen for the project. 

As described in the RISE Data Management Plan all activities will be in compliance with 

the GDPR.  

Additionally, Privacy Impact Assessment will be performed, to assess and mitigate the 

privacy risks of the data subjects.  

If within the framework of RISE personal data will be collected, then Informed Consent 

will be collected from all participants. We will ensure that the informed consent will be 

freely given, and that it will be an unambiguous indication of the data subject agreement 

to collect their personal data. The purpose of the processing will also be explained as 

will be the right of the data subjects to withdraw their consent. Informed consent will be 

asked from the people that will be interviewed. Informed consent will contain 

information about which data will be collected and where they will be processed. 

In case of secondary processing of personal data, then Data Sharing agreements will 

be set in place. If personal data needs to be processed by a third party, then the duty of 

the Partner is to arrange a Data Sharing Agreement with these parties.  



                                  
  

 

 
The project RISE is funded by the European Union, Interregional  Innovation Investments 

Instrument under Grant Agreement number: 101133160 

 

 

Page 7 of 18 

Page | 7 

Considering that ethics issues may arise in many areas, at this point we have identified 

2 main ethical dimensions of our project: Humans and Personal data.  

 

2.1. Humans  

During the RISE project 2 types of working groups will be organized - involves a broader 

stakeholder involvement, including business associations, professionals, homeowners, 

experts from the public authorities, RISE team members. The stakeholder’s involvement 

process is described in the Communication and Dissemination Plan of the project. It also 

sets the rules for participation in the working groups meetings. Doing this, the project 

partners will apply the highest ethical standards for respect of people and human 

dignity. 

The promotion of gender equality is a commitment of the European Commission, in fact 

gender is a cross-cutting issue in Horizon 2020. The RISE project is and will be 

implemented accordingly with the principles of The Guide “Gender Equality in Horizon 

2020”. The RISE Consortium is committed to gain a real equality among people 

regardless of their gender (or sexual orientation, religion, or any other unlawful 

discrimination) as a key aspect to build up a better, fairer and more equalitarian society. 

Being so, some gender-related aspects, such as gender balance and equality are 

considered in the RISE project. 

The project wishes to contribute to the equality by promoting a balanced participation 

of women and men in the management, research, innovation and all the aspects of the 

project, paying particular attention to the role of women by encouraging their active 

involvement and participation. 

Relevant information and knowledge concerning RISE will be distributed through online 

events, project partner’s websites and social media as well as during webinars to 

targeted audience. The rights and interests of the participants will be taken into account 

in the best possible way. 

The participants will take part in the activities entirely voluntary, providing their informed 

consent in advance. The collection of feedback will be performed upon clarified ethical 

implications of the chosen methodology. 

All of the methodologies that the RISE project uses will not result in discriminatory 

practices or unfair treatment. In cases when personal information is gathered and stored, 

the RISE team will ensure that any personal data are kept securely and that publication 

of aggregate or anonymized data (including publication on the internet) does not lead 

(either directly or indirectly) to a breach of agreed confidentiality and anonymity.  

 

2.2. Personal data 
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Personal data is information relating to an identified or identifiable natural person. An 

identifiable natural person is one who can be identified, directly or indirectly, in 

particular by reference to an identifier such as a name, an identification number, location 

data, an online identifier or to one or more factors specific to the physical, physiological, 

genetic, mental, economic, cultural or social identity of that natural person (Article 2(a) 

EU General Data Protection Regulation 2016/679 (GDPR)). Personal data will be 

processed limiting the negative impact on the persons concerned and ensure fairness, 

transparency and accountability of the data processing, data quality and confidentiality.  

In order to avoid/limit data protection issues for the project anonymized and/or 

pseudonymized data will be used.  

‘Anonymized’ means that the data has been rendered anonymous in such a way that 

the data subject can no longer be identified (and therefore is no longer personal data 

and thus outside the scope of data protection law). 

‘Pseudonymized’ means to divide the data from its direct identifiers so that linkage to a 

person is only possible with additional information that is held separately. The additional 

information will be kept separately and securely from processed data to ensure non-

attribution. 

The GDPR and IPR principles will be followed when working with the various 

stakeholders which means that the Consortium will guarantee the safety and protection 

of all sensitive information and follow the strictest rules of data management.  

 

3. DATA COLLECTION  

The following types of data will be collected during the implementation of RISE: 

1) M Data – Management data of the project 

Everyone involved in the project has access to this data. 

2) E Data – Experiment data - Data owned by SMEs /External Parties/ 

Limited number of people will have access to this data. For each dataset different levels 

of confidentiality exist. 

3) P Data – Publication data – Data that will be summarized in publications  

This type of data will be openly available in a Data Repository.  

Each of these data types would require careful consideration in terms of how they are 

collected, stored, managed, and shared, ensuring compliance with relevant data 

protection regulations and ensuring that sensitive and classified information is 

adequately protected.  

More specifically, in terms of the project activities, these data will be generated as 

follows: 
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- T2.1 Mapping of relevant players and analysis of performance of local 

innovation actors against those on EU level: identifying the local innovation 

ecosystem and its key players; collecting data on the local innovation 

ecosystem; analysing the data collected in task 2; identifying comparable EU 

regions. This task requires identifying regions within the EU that are similar in 

terms of size, industry focus, GDP per capita, population growth rate, 

unemployment rate, education level, investment in research and development 

and other relevant factors. 

- T2.2 Activation of innovation support ecosystem: This task involve collecting 

and analysing data on comparable EU regions and comparing the data with 

that of the local innovation ecosystem. 

- T2.3 Structuring the ecosystem and setting up connections between actors in 

the quadruple-helix ecosystems: This task requires analyzing the data to 

identify areas where the local innovation ecosystem is performing well and 

areas where it needs improvement. 

- T3.2 Building capacity for actors to support innovation and internationalisation: 

Detecting innovation agents in European context; Detecting 

internationalization agents. 

- T5.4 Outlining policy measures/mix to improve on the established cross-

regional innovation investment landscape, A) Data collection: To better 

understand the current landscape of cross-regional innovation investment, 

including the strengths and weaknesses of the existing policies and practices 

RISE will in this task launch a survey directed to project holders. B) Workshop: 

Each partner will also bring information about the work with their ecosystem in 

WP2 and WP3 to that discussion as to further strengthen the evidence base and 

back up the ground of policy learning results; C) Policy paper: We will draft a 

policy brief that will build upon a fully-fledged literature review as well as from 

the consultative efforts of A) and B). The policy paper should feed from RISE 

outcome but also parallel initiatives being piloted at EU level – such as new 

circular investments supported by the EIB or the Circular Economy Platform 

activities that focuses on policy reflections toward EU Members States and 

stakeholders. 

For the management of WP2, WP3 and specially WP5, collaborations with “MTG 

platform” will be made to collect the opportunities that third parties (SMEs) would like 

to propose for RISE programme. The procedures applicable to the data generated will 

be the same as all kind of data generated in RISE project.  
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Metadata on methodologies, instruments, procedures, the research goal, and its target 

groups will be collected. 

The purpose of data collection is to support the implementation of the project, which 

relies heavily on real life information. 

For more information: https://h2020-minethegap.eu/privacy-policy/  

4. PROTECTION OF PERSONAL INFORMATION 

All partners collect and process personal data for the settlement of labour relations with 

employees and goals related to the project. The information is not reused for purposes 

incompatible with the original. The partners do not sell, rent, trade any personal 

information received from its employees or other participants in the project. In each 

organisation responsible officials have been appointed to provide guidance to 

managers, users and service providers on their personal responsibilities and specific 

procedures to follow. The designated officials processing personal data are obliged to 

treat the information as confidential. Measures have been taken for the physical and 

logical protection of personal data and access rights to them have been restricted.  

The information that may be collected includes ID card data, telephone and fax numbers, 

e-mail address, and more. It is expressly forbidden to collect information that: 

• Reveals racial or ethnic origin; 

• Reveals political, religious or philosophical beliefs, membership in political 

parties or organizations, associations with religious, philosophical, political or 

trade union goals; 

• Refers to health and sex life. 

Every person to whom the data relates ("data subject") has the right to access his data 

as well as to request their correction. 

The responsibility for the processing of personal information and for the awareness of 

the principles of personal data protection comply with the relevant laws and regulations. 

If necessary, technical and organizational measures for protection of identity 

information are implemented. 

 

5. TECHNICAL AND ORGANISATIONAL MEASURES TO SAFEGUARD THE 

RIGHTS AND FREEDOMS OF THE DATA SUBJECTS 

 

5.1. Additional personal information collected during WP2, WP3 and WP5 

During the implementation of WP2, WP3 and WP5, relevant information is to be 

collected for both private persons and legal entities. 

https://h2020-minethegap.eu/privacy-policy/
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The data is processed, kept and protected as already described in point 4 “Protection of 

personal information” above.  

 

5.2. Classifying of information 

The information is classified according to the requirements of the normative acts, its 

value, criticality and sensitivity to unauthorized disclosure or modification. Non-

information assets may also be classified according to the classification of the 

information that is stored on them, processed by them or otherwise manipulated or 

protected by the asset. The level of protection is assessed by analysing the 

confidentiality, integrity and availability and all other requirements for the relevant 

information. Owners of information assets are responsible for their classification. 

Classification is a consistent process that is part of an organization's processes. It 

includes setting criteria for reviewing classification over time, as well as signing 

confidentiality agreements. The results of the classification take into account the value 

of the assets depending on their sensitivity and criticality for each partner (e.g. in terms 

of confidentiality, integrity and availability) and are updated in accordance with changes 

in the value, sensitivity and criticality of assets during their life cycle. 

The classification of information provides authorized persons with a concise indication 

of how to work with or protect it. The creation of groups of information with a similar 

need for protection and the specification of information security procedures that are 

applicable to all information in each group facilitates this. This approach reduces the 

need to assess the risk on a case-by-case basis and to set up own control mechanisms. 

The information may cease to be sensitive or critical after a certain period of time (e.g. 

when the information becomes publicly available). These aspects are taken into account, 

as over-classified information leads to the introduction of unnecessary control 

mechanisms, which may result in additional costs or, conversely, under-classified 

information may jeopardize the achievement of the objectives of the activity. 

 

5.3. Network access policies 

All project partners have implemented their network access policies in order to set 

appropriate access rules. These policies include rules on: 

• the use of networks and network services that are allowed for access; 

• regulations to authorize and determine who is allowed access and to which 

networks and network services; 

• managing the protection of access to network connections and network services; 

• the means used to access networks and network services (e.g. using a VPN or 

wireless network); 
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• the requirements for user authentication for access to various network services; 

• monitoring the use of network services. 

 

5.4. Policies for control of physical access 

All project partners follow strict procedures on control of the physical access in order to 

restrict unwanted access to assets or information. In all partner organizations visitors are 

given access only for specific regulated purposes, issued with instructions on security 

requirements. The identity of the visitors is authenticated by direct verification of 

documents. Access to areas where confidential information is processed or stored is 

restricted and only to authorized persons through the application of access control, for 

example by implementing a two-factor authentication mechanism, such as an access 

card and a secret PIN. A register of physical entry or an electronic diary is kept to record 

each access. Support staff is given limited access to security areas or sensitive 

information processing facilities, and their presence is monitored. Access rights to 

security zones are regularly reviewed and updated every 6 months and, if necessary, 

revoked. 

 

5.5. Policies and procedures for information exchange 

All partner organizations have implemented procedures regulating information 

exchange. Those include: 

• recommendations to staff to take appropriate precautions to ensure that 

confidential information is not disclosed; 

• recommendations not to leave messages containing confidential information on 

workstations, as they may be transmitted by unauthorized persons, stored on 

utility systems or stored incorrectly as a result of incorrect dialing; 

• recommendations to staff for problems with the use of computers, servers and 

other communication channels. 

In addition, staff are reminded that confidential conversations should not take place in 

public places or on insecure communication channels, open offices and meeting places. 

The information exchange services comply with all applicable legal requirements. 

Information is exchanged using a number of different types of means of communication, 

including e-mail, voice, facsimile and video.  
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5.6. Reporting of events related to the security of information 

All employees of the partner organizations are notified as soon as possible of their 

responsibilities to report security events. They are informed on the reporting procedure 

and the contact point to which the events are to be reported. 

Cases to be considered for reporting information security events include: 

• inefficient security controls; 

• breach of expectations about the integrity, confidentiality or availability of 

information; 

• human errors; 

• non-compliance with policies or guidelines; 

• violations of the physical security system; 

• uncontrolled changes to the system; 

• malfunction of software or hardware; 

• access violations 

Malfunctions or other abnormal system behaviour can be an indicator of an attack or 

actual security breach that can infringe the rights of the data subjects and should always 

be reported as an information security event. 

 

6. SECURITY MEASURES TO PREVENT UNAUTHORISED ACCESS TO PERSONAL 

DATA OR THE EQUIPMENT USED FOR PROCESSING 

 

6.1. Policies on remote access/work 

All partner organizations have their own policies on remote access/work. These policies 

aim to provide security measures to protect accessible, processed, transmitted or stored 

information at remote workplaces. Where teleworking is permitted, the requirements 

defining the conditions and restrictions for the use of teleworking are complied with. 

Where remote work is required, the following factors are taken into account: 

• the physical security of the remote workplace (of the building and the local 

environment); 

• the offered physical environment for remote work; 

• the security of communications, the possibility of remote access to the internal 

systems of the organization, the sensitivity of the information to which access 

will be made and which will be transmitted along the communication line and 

the sensitivity of the internal system; 
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• providing virtual access to desktop computers, which prevents the processing 

and storage of information on personal devices;  

• the threat of unauthorized access to information or resources by other persons 

using the premises, such as family and friends;  

• the use of home networks and the requirements or restrictions for the 

configuration of wireless network services; 

• providing virtual access to desktop computers, which prevents the processing 

and storage of information on personal devices;  

• the threat of unauthorized access to information or resources by other persons 

using the premises, such as family and friends;  

• the use of home networks and the requirements or restrictions for the 

configuration of wireless network services. 

Remote work refers to all forms of work outside the office, including non-traditional 

work environments, such as those called "remote work (telecomputers)", "flexible 

workplace", "remote work" and "virtual work". 

 

6.2. Policies on access control  

All project partners have implemented their internal access control policies in order to 

set appropriate access rules, access rights and restrictions on specific consumer rights 

in relation to their assets with the necessary number of control mechanisms reflecting 

the risks associated with information security. All access control mechanisms are both 

logical and physical. Users and service providers are clearly set out the requirements 

that access control mechanisms must meet.  

All access control policies incorporate the following: 

• the security requirements of the applications in the activity/business; 

• policies for the dissemination and authorization of information, such as the 

“need to know” principle and the levels of information security and classification; 

• access rights and information classification policies for systems and networks; 

• the relevant legislation and any contractual obligations relating to the restriction 

of access to data or services; 

• management of access rights in a distributed and network environment; 

• the division of access control roles (e.g. request, authorization of access, 

administration of access); 

• the requirements for official authorization of access requests; 

• the requirements for periodic review of access rights; 
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• revocation of access rights; 

• archiving records of all significant events affecting the use and management of 

user identity and confidential authentication information; 

• privileged access roles. 

The main principles used to guide access control policy are: 

• Need to know: access is provided only to information and only to persons who 

need to perform their tasks (different tasks/roles means different “need to know” 

and therefore different access profile); 

• Need to use: individuals are given access only to the means of information 

processing (IT devices, applications, procedures, rooms) that individuals need to 

perform their tasks/work/roles. 

 

6.3. User registration and deregistration 

All project partners and the dedicated RISE shared workspace follow strict procedures 

on user registration/creation and deregistration. The procedures include the following:  

• obtaining authorization from the administrator of the information system or 

service for use of the information system; 

• verification that the level of access provided is in accordance with the 

requirements and is related to the division of obligations; 

• ensuring that access rights are not activated before authorization/authorization 

procedures are completed; 

• maintaining a log reflecting the granted access rights of user identifiers for 

access to information systems and services; 

• adapting the access rights of users who have changed their roles or work 

(service) and immediately removing or blocking the access rights of users who 

have left the organization; 

• periodic review of access rights with owners of information systems and services 

- documenting the action. 

In the event of an attempt for unauthorized access by staff or suppliers, clauses are 

provided in the staff contracts and service contracts, which specify the relevant 

sanctions. 

 

 

6.4. Review of user access rights 
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Users' access rights are reviewed at regular intervals or after any change, such as 

promotion, demotion or termination. Users' access rights are reviewed and re-granted 

when there is a transition from one position to another in the company. 

Authorization of access privileges is reviewed at more frequent intervals to ensure that 

no unauthorized privileges have been obtained. All changes to privileged accounts are 

recorded in periodic reviews. 

 

6.5. Removal or adjustment of access rights 

Upon termination of employment or change of employment depending on the 

assessment of risk factors, the rights of access of the person to information and assets 

related to the means of information processing and services shall be revoked, reduced 

or suspended. Changes to the appointment shall be recorded in the withdrawal of all 

access rights which have not been granted for the new appointment. Access rights that 

need to be revoked or changed include those for physical and logical access. Withdrawal 

or alteration may be by suspension, cancellation or replacement of keys, identification 

cards, information processing facilities or subscriptions.  

The withdrawal and/or change of access rights of employees is to be reflected in any 

documentation identifying access rights. If the outgoing employee or external user has 

certain user ID passwords that have remained active, they change upon termination or 

change of assignment, contract or agreement. All partners are obliged to inform the 

system administrator of the dedicated RISE workspace on the need of change of access 

rights for their employees. 

 

6.6. Restricting access to information 

Access restrictions are based on individual requirements for the applications of the 

activity and in accordance with the defined access control policy. In order to increase 

the requirements for restricting access, the following facts shall be taken into account: 

• providing menus to control access to application system functions; 

• control over which data a specific user may have access to; 

• over users' access rights (e.g. read, write, delete and execute); 

• control over the access rights of other applications; 

• limiting the information contained in the outputs and providing physical and 

logical access control mechanisms to isolate sensitive applications, application 

data or systems. 

7. ANONYMISATION/PSEUDONYMIZATION TECHNIQUES 
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7.1. Introduction to pseudonymization techniques 

Pseudonymization is a well-known de-identification process that has gained additional 

attention following the adoption of GDPR, where it is referenced as both a security and 

data protection by design mechanism. In addition, in the GDPR context, 

pseudonymization can motivate the relaxation, to a certain degree, of data controllers’ 

legal obligations if properly applied. Given its growing importance for both data 

controllers and data subjects, The European Union Agency for Cybersecurity (ENISA) 

published reports on the main techniques of pseudonymization in correlation with its 

role under GDPR (Pseudonymization techniques and best practices. Recommendations on 

shaping technology according to data protection and privacy provisions.). 

The most obvious benefit of pseudonymization is to hide the identity of the data 

subjects from any third party (i.e. other than the pseudonymization entity) in the context 

of a specific data processing operation. Still, pseudonymization can go beyond hiding 

real identities into supporting the data protection goal of unlinkability, i.e. reducing the 

risk that privacy-relevant data can be linked across different data processing domains. 

Furthermore, pseudonymization (being itself a data minimisation technique) can 

contribute towards the principle of data minimisation under GDPR, for example in cases 

where the controller does not need to have access to the real identities of data subjects 

but only to their pseudonyms. Another important benefit of pseudonymization that 

should not be underestimated is that of data accuracy. 

The following terms are used in discussing pseudonymization techniques and are 

important for its understanding: 

• Personal data refers to any information relating to an identified or identifiable 

natural person (data subject); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person (GDPR, art. 4(1)). 

• Pseudonymization is the processing of personal data in such a manner that the 

personal data can no longer be attributed to a specific data subject without the 

use of additional information, provided that such additional information is kept 

separately and is subject to technical and organizational measures to ensure that 

the personal data are not attributed to an identified or identifiable natural 

person. 

• Identifier is a value that identifies an element within an identification scheme. A 

unique identifier is associated to only one element. It is often assumed in this 

document that unique identifiers are used, which are associated to personal data. 

• Pseudonym, also known as cryptonym or just nym, is a piece of information 

associated to an identifier of an individual or any other kind of personal data 

(e.g. location data). Pseudonyms may have different degrees of linkability to the 
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original identifiers. The degree of linkability of different pseudonym types is 

important to consider for evaluating the strength of pseudonyms but also for 

the design of pseudonymous systems where a certain degree of linkability may 

be desired (e.g. when analyzing pseudonymous log files or for reputation 

systems). 

• Pseudonymization function, denoted 𝑃, is a function that substitutes an 

identifier 𝐼𝑑 by a pseudonym 𝑝𝑠𝑒𝑢𝑑𝑜. 

• Recovery function, denoted 𝑅, is a function that substitutes a pseudonym 

𝑝𝑠𝑒𝑢𝑑𝑜 by the identifier 𝐼𝑑 using the pseudonymization secret 𝑠. It inverts the 

pseudonymization function 𝑃. 

• Pseudonymization entity is the entity responsible of processing identifiers into 

pseudonyms using the pseudonymization function. It can be a data controller, a 

data processor (performing pseudonymization on behalf of a controller), a 

trusted third party or a data subject, depending on the pseudonymization 

scenario. It should be stressed that, following this definition, the role of the 

pseudonymization entity is strictly relevant to the practical implementation of 

pseudonymization under a specific scenario. However, in the context of this 

document, the responsibility for the whole pseudonymization process (and for 

the whole data processing operation in general) always rests with the controller. 

7.2. Pseudonymization techniques to be used in the RISE project 

The personal data collected in the RISE project will be of limited quantity, thus data will 

be collected directly from the data subjects and pseudonymized by the data controller, 

for subsequent internal processing. Because of the small set of data only the simplest 

pseudonymization functions will be used. 

Counter is the simplest pseudonymization function. The identifiers are substituted by a 

number chosen by a monotonic counter. First, a seed 𝑠 is set to 0 (for instance) and then 

it is incremented. It is critical that the values produced by the counter never repeat to 

prevent any ambiguity. The advantages of the counter rest with its simplicity, which 

make it a good candidate for small and not complex datasets. In terms of data 

protection, the counter provides for pseudonyms with no connection to the initial 

identifiers (although the sequential character of the counter can still provide information 

on the order of the data within a dataset). 
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